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1. Introduction: 

Tetra is the new cellular radio system, supplied by O2 Airwave, designed primarily for the emergency services, and currently being rolled out across the majority of British police forces. 

In this note we show how, in deciding to adopt the Tetra standard, the government has made a series of disastrous and inexcusable mistakes. In so doing it has wasted public money and put the lives of police officers and the public in jeopardy. It is currently in a state of denial about the health issues.

The Tetra story is, sadly, neither unique nor unusual. It is just one more example in a depressing catalogue of the failures of government in Britain We offer in the hope it gives some insight into the reason for the failures and what has to be changed.

We offer two tentative proposals to deal with similar situations, but feel that more radical changes may be needed and this is for the Power Inquiry to determine.

The Tetra network is in many respects like mobile phone networks, but there is a crucial difference, which potentially at least, makes it far more dangerous. It is amplitude modulated with a modulation frequency of 17.6 Hz. This is very close to the 16 Hz frequency with which the brain loses calcium.

There have been health concerns about mobile phones and about the associated masts for some years. This submission does not deal with mobile phones, although some of what we say applies to them. 

This submission is primarily about the way in which the government, government agencies and O2 Airwave have dealt with health concerns, but also asks why a system that appears to offer poor value for money has been chosen.

2. The Need for a New System:

We do not dispute the police in particular needed a new system. Up to now they have used a traditional analogue radio-telephone system, which is such that anyone listening on the relevant frequency can hear what is being said. Furthermore:

· there has been increasing interference from others using similar frequencies

· The government has agreed to sell the existing police frequencies in 2005.

· police would like the system to carry data and images as well as voice

3. The Options: Value for Money

Tetra is by no means the only system that could have been adopted. In 1991 British Gas adopted a cellular radio system supplied by Nokia to communicate with service engineers and other personnel in the field. Police forces in France, Switzerland and Germany (amongst others) use the French-standard Tetrapol system, which is much cheaper than Tetra, and safer (see below).

According to a Tetrawatch briefing (confirmed from other sources):

“Tetrapol and TETRA: a briefing”

TETRA Airwave: 

How did it happen and with what outcomes? 

Both Tetrapol and TETRA are digital, cellular trunked radio systems. The main differences between these professional mobile radio (PMR) systems and public mobile radio systems such as GSM are faster call set-up, group calls, priority calls, encryption, and ability to make direct calls without connection via a base station. 

Although TETRA was adopted by the European Telecommunications Standardisation Institute (ETSI) as the European standard, Tetrapol delivered operational systems at an earlier date, rolling out the world’s first large-scale digital PMR network in 1988 (RUBIS for the French National Gendarmarie). The first TETRA systems were installed in 1997. By comparison, Tetrapol is a mature, proven system with a successful history of use in large-scale/national networks, while TETRA implementation continues to be fraught with technical problems. 

Beware of this myth: ‘TETRA is THE (only/preferred) European standard.’ Since 1996, the TETRAPOL Standard was recognised by the vast majority of the European and International bodies such as the International Telecommunication Union; CEPT; European Police Co-operation Council; ETSI Board (in March 1999 ETSI accepted the Tetrapol Publicly Available Specification – TETRAPOL is fully compliant with the ETSI Technical Specifications [ETS]); and The Radio Communication Agency. 

Tetrapol currently has over 80 networks deployed in 34 countries with over 70% of the European digital PMR market. 

Tetrapol is a continuous wave transmission that does not pulse. 

Tetrapol utilises frequency division multiple access (FDMA) which divides a set of channels amongst users who are each given a portion of the available bandwidth for their permanent use. Greater range and therefore better coverage is achieved than with other channel access methods (eg, TDMA), giving better reception over wider cell coverage. The dedicated control channel provides a more robust air interface. 

Tetrapol is interoperable with TETRA and with analogue systems in both network and direct mode. This has been demonstrated at recent exhibitions. 

Satellite communications are operationally deployed, with Her Majesty’s Government interfacing with Tetrapol. 

Lead times for Tetrapol depend on the size of network and scope of provision. In response to an urgent operational requirement, a complete system shelter was deployed in Kosovo in four weeks, while a network of 2,500 users was implemented in Iraq in nine months. Following an extension of the initial contract, the Sirdee network serving the police and guardia civil in Spain now provides a national network, delivered within three years, on budget and on time. 

Tetrapol meets all European standards for interfacing with other equipment, including ETSI 300-113 specification for co-siting with other electrical equipment. It may therefore be deployed in sensitive areas without detriment or risk to, for example, medical equipment in ambulances and hospitals. 

The increased cell range achieved means that fewer base stations are required for a Tetrapol network, in comparison with a TETRA network providing similar coverage. Planning exercises have indicated that ratios of 1:2 to 1:5 can be expected. 

Tetrapol networks currently cover in excess of 1.4 million square kilometres, providing a service to 420,000 users. There are no known health problems for these users.”PRIVATE


PRIVATE "TYPE=PICT;ALT=" 
In the words of an article in the October 2004 edition of The Ecologist: “The Home Office agreed the Tetra contract in a public-private partnership with BT (which then hived it off to O2) and Motorola. Later the House of Commons Public Accounts Committee scrutinised the deal and was unimpressed by Airwave as a system, and by the behaviour of the Home Office. The committee observed: ‘Airwave might be more sophisticated and expensive than it really needs to be….In negotiating [the] deal the Home Office failed to secure any claw-back for the tax payer of additional profits if the system is sold by O2 to overseas governments…Failure to negotiate a claw-back agreement was a product not just of O2 being the only bidder, and also the inability of the Home Office to bring the fire service and other safety organisations on board…It was by no means clear to us who will bear the risk if concerns about the effects on health of using the Airwave system prove to be real.'”

The Public Accounts committee also noted that the reason all other bidders withdrew was that the government had committed itself to the relatively new Tetra standard and no-one else could be found to bid for such an ambitious system using that standard.

Tetra’s data transmission speeds are about a quarter of what was promised.

Tetra’s initial cost is £2.9bn, but there is talk of a need to double the number of masts.

The Ecologist article also says: “The former regulator the Medical Devices Agency, (now subsumed under the Department of Health’s Medicines and Healthcare Products Regulatory Agency) has complained that [Tetra] interferes with defibrillators and incubators, can upset heart pacemakers and could have ‘direct impact on patient care’.”

4. Health guidelines and Research:

In 1993 Britain’s National Radiological Protection Board (NRPB) set guidelines for safe levels of non ionising radiation (which includes mobile phones and Tetra), based solely on thermal effects. These are higher than for most other countries. To quote independent scientist Dr Barrie Trower (former researcher into use of microwaves as weapons at Porton Down):

“To give you an example of some safety limits around the world, for one particular type of microwave transmitter, these read as follows:

Toronto Health Board
:
6 units

Italy
:
10 units

Russia
:
10 units

Poland
:
100 units

US Research Base
:
100 units

International Commission
:
450 units

The NRPB for Britain
:
3,300 units

The reason that our safety limit is much higher than the rest of the world is that in other countries they base their safety limits on possible effects from the electric field, the magnetic field and the heat produced in the body.  Our NRPB will only base the safety limit for this country on the heat produced in the body.”

Dr Barrie Trower in a report to the Police Federation.

In 1998 the International Commission on Non-Ionizing Radiation Protection (ICNIRP) produced another set of guidelines, somewhat lower than the NRPB levels - in particular levels for the general public were set at about five times lower than those recommended for workers. In the words of the Stewart report (see below), “The reason for this approach was the possibility that some members of the general public might be particularly sensitive to RF radiation. However, no detailed scientific evidence to justify this additional safety factor was provided.”

The ICNIRP levels were again based solely on thermal effects as it did not believe the evidence existed for setting levels to cope with non thermal effects. In other words it was not ruling out damage from non-thermal effects at lower intensities.

In July 1999 the European Council issued a (non binding) recommendation that member states adopt the ICNIRP guidelines, with the caveat that more research was needed and members states needed to keep this under review. The British government seems to have accepted these guidelines and not changed them since.

In 2000 came the report of the Independent Expert Group on Mobile Phones (aka the Stewart report after the Chairman of the group Sir William Stewart FRS, FRSE.). The group had been set up by the government:

“To consider present concerns about the possible health effects from the use of

mobile phones, base stations and transmitters, to conduct a rigorous assessment of

existing research and to give advice based on the present state of knowledge. To

make recommendations on further work that should be carried out to improve the

basis for sound advice.”

The Government responded in October 2002 – two years later. The response was intended primarily for a professional audience. Below we quote a few extracts from the Summary and Recommendation of the Stewart Report with the corresponding government responses:

Stewart Report concluded that: “The balance of evidence to date suggests that exposures to RF radiation below NRPB and ICNIRP guidelines do not cause adverse health effects to the general population.” It added the caveat: “There is now scientific evidence, however, which suggests that there may be biological effects occurring at exposures below these guidelines. [for example] Together, the findings of Preece et al (1999) and Koivisto et al (2000, in press) from human laboratory studies of the acute effects of exposure to mobile phone signals suggest that exposure to mobile phone signals at exposure levels that fall within existing exposure guidelines have biological effects that are of sufficient magnitude to influence behaviour. The causal mechanism is unclear, but could include a small, localised heating effect.”

Response

[acknowledged]

Stewart Report: “There are additional factors that need to be taken into account in assessing any possible health effects. Populations as a whole are not genetically homogeneous and people can vary in their susceptibility to environmental hazards. There are well-established examples in the literature of the genetic predisposition of some groups, which could influence sensitivity to disease. There could also be a dependence on age. We conclude therefore that it is not possible at present to say that exposure to RF radiation, even at levels below national guidelines, is totally without potential adverse health effects, and that the gaps in knowledge are sufficient to justify a precautionary approach.”

Response: [acknowledged]

Stewart Report: recommended that, as a precautionary approach, the ICNIRP guidelines for public exposure be adopted for use in the UK rather than the NRPB guidelines. We are not convinced of the need to incorporate the ICNIRP guidelines in statutes.

Response: The Government agrees, in line with the recommended precautionary approach, that the emissions from mobile phones and base stations should meet the ICNIRP guidelines for public exposure as expressed in the EU Council Recommendation of 12 July 1999 on the limitation of exposure of the general public to electromagnetic fields (0 Hz to 300GHz). The Government further agrees that the guidelines do not need to be incorporated into statutes. 

Mobile phones:
Stewart Report: We recommend that national and local government, industry and the consumer should all become actively involved in addressing concerns about possible health effects of mobile phones.

Response: [acknowledged]
Stewart Report: We conclude that the balance of evidence indicates that there is no general risk to the health of people living near to base stations on the basis that exposures are expected to be small fractions of guidelines. However, there can be indirect adverse effects on their well-being in some cases.

Response: The Government accepts the conclusions of the risk assessment of mobile phone technology set out in the Stewart Group's report. 

Stewart Report: 1.34 We perceive a lack of clear protocols to be followed in the public interest prior to base stations being built and operated and note that there is significant variability in the extent to which mobile phone operators consult the public on the siting of base stations. We have heard little specific criticism of most of the network operators, apart from Orange. The Department of the Environment, Transport and the Regions and the National Assembly for Wales (DETR, 1998) produced a Code of Best Practice: Telecommunications prior approval procedures as applied to mast/tower development. We understand that consideration is being given to extending this to include health concerns. We support this development.

1.35 Overall we consider that public concerns about the siting of base stations demand changes in the planning process. Thus:

1.36 We recommend that for all base stations, including those with masts under 15 m, permitted development rights for their erection be revoked and that the siting of all new base stations should be subject to the normal planning process.

1.37 We recommend that, at national Government level, a template of protocols be developed, in concert with industry and consumers, which can be used to inform the planning process and which must be assiduously and openly followed before permission is given for the siting of a new base station. We consider the protocol should cover the

following issues.

· All telecommunications network operators must notify the local authority of the proposed installation of base stations. This should cover installations for macrocells, microcells and

· picocells.

· The local authority should maintain an up-to-date list of all such notifications, which should be readily available for public consultation.

· The operator should provide to the local authority a statement for each site indicating its location, the height of the antenna, the frequency and modulation characteristics, and details of power output.

· Any change to an existing base station which increases its size, or the overall power radiated, should be subject to the normal planning process as if it were a new development.

1.38 We recommend that a robust planning template be set in place within 12 months of the

publication of this report. It should incorporate a requirement for public involvement, an

input by health authorities/health boards and a clear and open system of documentation

which can be readily inspected by the general public.

Response: The Government is minded to introduce a requirement for full planning permission for all new telecommunication masts, as public consultation is an integral part of the planning process. We will need to consult widely before doing so including the principle and precise scope of any new arrangements. We shall issue a consultation paper on this and related guidance which will include consideration of health concerns. 

The Group suggested that the appointment of an Ombudsman would help with planning decisions on siting of base stations, for example, where agreement could not be reached locally. The Government is sympathetic to the objectives of the proposal and feels there are better ways of achieving them, bearing in mind that there is no comparable arrangement in relation to other kinds of development. The role of an Ombudsman would not sit comfortably with the existing appeal process within the planning system. 

As regards siting, the Government's view is that the objectives are met by the planning process. When considering applications for new development local planning authorities consult local people and take their views into account in making decisions. Where an authority refuses an application the developer can appeal to the Secretary of State. Pre-applications discussions with authorities and with local people also have an important part to play, providing opportunities to explore alternative approaches to the siting and appearance of masts. 

Our Comment: 4 years after the Stewart report the requirement for full planning permission has not been restored. During this time the majority of the masts originally thought necessary to operate the Tetra system have been erected. The government’s comment about appeals is bullshit. Appeals are to help the developer; the Stewart report wanted to redress the balance.

Stewart Report: 1.39 We recommend that a national database be set up by Government giving details of all base stations and their emissions. This should include the characteristics of the base stations as described in paragraphs and should be an essential part of the licence application for the site.

1.40 We recommend that an independent random, ongoing, audit of all base stations be carried out to ensure that exposure guidelines are not exceeded outside the marked exclusion zone and that the base stations comply with their agreed specifications. If base station emissions are found to exceed guideline levels, or if there is significant departure from the stated characteristics, then the base station should be decommissioned until compliance is

demonstrated.

1.41 We recommend that particular attention should be paid initially to the auditing of base

stations near to schools and other sensitive sites.

Response: The industry already maintains a national database of all base stations and emission levels. Government will explore further with industry the development of the database. The Government also agrees that there is a need to establish an independent audit of emissions to give the public confidence that base stations do not exceed approved guidelines. We will seek to implement a national measurement programme and will be discussing this further with the Radiocommunications Agency. Auditing of base stations near to schools and other sensitive sites will receive priority and this will include measurements of the beam intensity. We will consider how best to make this information publicly available and relevant to siting of base stations. 

Our Comment: There is a database to be found on the Ofcom website. It does not inspire confidence:

· Data typically do not appear until 6 months after the site has become operational.

· O/S grid reference is not given and you have to zoom in to a suspected location within about 150 m in order to find the site.

· The database is updated on a monthly cycle only.

· Tetra data were missing for about a month in October 2004.

· Ofcom admit that they rely mainly on operators to supply the data. They make ‘some checks’, but no-one goes out independently to site to check the data are accurate. The quoted mast/antenna heights go up and down like a yo yo.

We are not aware of any auditing of base stations near schools.

That covers the Summary and Recommendations. Buried in the body of the Stewart Report is the following:

“5.59 CONCLUSION Although the weight of evidence suggests that RF exposure at average levels, too low to cause significant heating, does increase the release of calcium from brain tissue, there are contradictory results. The suggestion that these effects occur specifically with fields that are amplitude modulated at extremely low frequencies is intriguing but difficult to interpret. Further, this finding is of no obvious relevance to mobile phone technology, where the amplitude modulation within the critical frequency band is very small (see paragraph 4.13). If such effects

occur as a result of exposure to mobile phones, their implications for cell function are unclear and no obvious health risk has been suggested. Nevertheless, as a precautionary measure, amplitude modulation around 16 Hz should be avoided, if possible, in future developments in signal coding.”

It is curious in view of the fact that Tetra was piloted in Lancashire in March 2001, that the authors did not appear to realise it has just the characteristics they describe. The chief author was Prof. Colin Blakemore, chief executive of the Medical Research Council and a member of the NRPB’s Advisory Group on Non Ionising Radiation (AGNIR). 

The government response did not refer to this. This is odd in view of the fact that a year before the response was issued, the government had commissioned AGNIR to write a report to address the issue of calcium efflux at 16 Hz modulation frequency (see below).

In 2001 there were a number of developments:

· In March, (following tests at Porton Down which involved just 20 minutes exposure to Tetra signals), Tetra was piloted in Lancashire. In the words of the Ecologist article: “Soon 177 police officers in the county reported symptoms that included migraine, nausea, sleeplessness and lack of concentration….”

· AGNIR was commissioned to write a report on Tetra’s possible health effects. In particular it examined the recommendation by the Stewart report to avoid the 16 Hz modulation frequency. The first version of the report was issued on 31 July 2001 with a slightly amended version following on 12 November 2001. The Executive Summary generally gave Tetra a clear bill of health and particular it said: “Since the early 1980s a number of generally better designed studies have failed to detect an increase of calcium efflux from tissues as a result of RF exposure under a variety of conditions and modulations.” However reading the detail of the report, we did not feel that was a fair summary; the picture remains confused. The summary did admit that: “There do not appear to be any studies on people that provide direct information on health effects of exposures to RF fields at about 16 Hz modulation.” It also admitted that: “[studies] do not exclude the possibility of a risk of cancer that appears after many years of exposure, nor of a hazard from radiation modulated at around 16 Hz frequency.”

· Meanwhile, the police federation, unconvinced by the Stewart report, commissioned independent research scientist Dr Barrie Trower (who had a background in government microwave research at Porton Down) to complete a study on the possible risks of Tetra. This was completed in September 2001. The findings were shocking. The Police Federation sat on it for a few months, but it was leaked onto the internet. Trower’s report, although reviewing a large body of scientific papers was written in layman’s language. In regard to the 16 Hz modulation frequency, he mentioned a number of possible harmful effects other than calcium efflux, including the fact that the frequency of the brain’s beta waves is similar and he believed that judgement in emergency situations could be seriously impaired. Later he commented: “When I wrote the Tetra report, I said [the system] must never be used and I haven’t changed my mind. I believe that the government, government scientists and [this industry] will be responsible for more deaths in peacetime than all the terrorist organisations put together.”

Refering to military uses of microwaves, Dr Trower wrote:

“Since the early 1960s this country, America and Russia have had what is called the non-lethal weapons programme or synthetic telepathy programme.  It is very well documented now that in the early 1960s in Moscow the Russians beamed continuous low level radiation (microwaves) down onto the American Embassy causing miscarriages, leukaemia's and other illnesses to the Embassy staff.  Since then the non-lethal weapons programme has become very sophisticated indeed.  It is used a) as a long-term low level radiation weapon to cause populations illness and b) at higher intensities to cause blindness, heart attacks or confusion.  Details of all of the intensities are unknown to me but knowing that microwave radiation is accumulative, any effect can only be a matter of time.  In quoting this research I refer to documents listed under Reference 15.  So sophisticated is this research, and I refer to Operation Pandora Joint CIA/MI6 Operation since the 1960s, Operation Woodpecker USSR 1976, Operation HAARP still running in USA; they are able to define specific pulse frequencies to cause specific brain malfunctions or illnesses.  For instance:

	Frequency
	Illness Caused

	4.5
	Paranoia

	6.6
	Depression/Suicide

	11
	Manic behaviour/Anger

	25
	Blindness if aimed at the head/Heart attack if aimed at the chest


Other consequences of frequencies used but not listed here are hysteria, trauma, lust, murder and cancer, and may all be induced.

The TETRA frequency is 17.6 Hz (waves per second) so as a scientist looking at this data which is well publicised I ask myself, if the illnesses moving up the frequency range are progressive and TETRA is between the frequency of 11 and 25 on this table, what will be the effect of TETRA's 17.6 waves per second on the brains of the police force?  This phenomena cannot be denied by the NRPB; it is listed in their own document which I will refer to later in this paper, where on page 26 they have described how at 8 waves per second animals can be made to fall asleep and at different frequencies behave differently in various parts of their brains.

As this phenomena is written about by the NRPB for 8 waves per second I would like to know what other research they have for other frequencies in and around the TETRA range”.

Dr Trower is not a lone voice. Dr Gerard Hyland of Warwick University (a member of the Stewart Committee) commented on the fact that the Home Office is rolling out Tetra nationwide without proper studies being done first, describes it as ‘totally irresponsible’. Roger Coghill (also a member of the Stewart committee), who runs the independent Coghill Research Laboratories, specialising in biomagnetics, says: “The worldwide scientific community is shocked that the regulatory authorities of the West are ignoring plentiful and robust evidence that non-thermal radio-frequency exposure can cause serious adverse health effects.” Quoting the Ecologist article again:

“Coghill Research Laboratories claims the NRPB fails ‘to mention or discuss the hundreds of studies being reported in the literature of adverse effects at levels well below the so-called thermal levels’; standards set in the West [for radio-frequency exposure] are ‘influenced by commercial not biological considerations’; the work of the NRPB completely ignores the exposure levels set in China and the former Eastern bloc, and this ‘raises the question whether such deliberate wilful omissions by experts purporting to carry out a protective function on behalf of the public constitute criminal neglect’.”

Even the NRPB has admitted: “No epidemiological study as yet has explored the reisks associated with telecommunications systems such as Tetra which use [RF] radiation modulated at frequencies of around 16 Hz…Human volunteer studies should be carried out.”

What has been the government’s reaction to this? The roll out of Tetra has continued, North Yorkshire being next in January 2002. In 2003 the government did commission a £5m study from Imperial College London to study Tetra’s effects on police officers (not volunteers) over a ten-year period. But that study is only looking at the effect of handsets and is being done while the system is in use. As will be seen below nothing has been done to look into public health concerns.

According to the Ecologist article, at a police Federation meeting on Tetra in October 2002, Dr Mireille Levy, the Home Office health and safety officer for the system is quoted as saying: “Nothing will stop Tetra and if the officers don’t like, they can resign.” An officer asked who would be responsible if he contracted leukaemia. “No one,” she replied.

By October 2004 reassurance was clearly called for. The Police Information Technology Organisation reported on their website:
“Police officers using the Airwave service can have their questions about the new digital communication service answered through a new cd rom available to all forces.

The ‘Tetra FAQs’ cd has been produced to answer Airwave users’ concerns about the health impact of using the technology. It features Professor Lawrie Challis, a recognised independent authority on health issues relating to radio frequency (RF) radiation.

Users can navigate through an interactive menu of questions and click on the subject areas that interest them. This will open a movie file containing Prof. Challis’s full answer.

All answers given are from Prof. Challis’s knowledge as an independent scientific expert and are based on current, peer-reviewed research in this area. The cd production costs have been met by PITO.

Prof.Challis, an Emeritus Professor of physics from the University of Nottingham, is already known to the police service. He conducted a series of roadshow sessions to explain the science behind Tetra in 2002 and 2003. Prof. Challis is also known for his role as vice-chairman of the Independent Expert Group on Mobile Phones (IEGMP) that produced the Stewart Report in 2000.”

This is the same Prof. Challis who according to the Ecologist article said: “….you’ll never be able say something is safe until you have done an infinity of studies…”

In the same month, Dorset Police issued the following statement:

“Experts confirm that new force-wide radio system is safe
21 October 2004
Dorset Police is reassuring the public that its new integrated and county-wide digital communication system is safe to use.

Using the new TETRA technology – which stands for TErrestrial Trunked RAdio – as well as Airwave radios, the vital system ensuring the safety of the public and police officers went live across Dorset at the end of May this year.

Superintendent Colin Matthews said: “Dorset Police has sought the advice of the Government’s Health and Safety Executive – and the National Radiological Protection Board – who both say that the TETRA technology, and the Airwave radio communication system, are safe to use.

If Dorset Police thought that the technology was unsafe – or that there was a risk to users or members of the public – the force would not use it.

Dorset Police has sought the most appropriate radio communications system in TETRA and Airwave. Airwave handsets using the TETRA (terrestrial trunked radio) communications technology have been in use across Dorset since May, 2004,” added Superintendent Matthews.

An effective radio communications system is not only vital for the safety of the public, police officers and police staff but it is also vital for the prevention and detection of crime, as well as for dealing effectively with emergency and public order incidents.

Superintendent Matthews explained: “Should a police officer have concerns regarding the use TETRA and Airwave – because they believe there may be a risk –Dorset Police would make the officer aware of the overwhelming weight of responsible and verifiable scientific evidence.

“Dorset Police has been advised that TETRA and Airwave are safe. The force would expect its officers to use the system to ensure the safety of the public as well their own safety. It is a very valuable tool,” he added.”

It is worth noting that the insurance industry has not been convinced by these assurances. In the words of the Ecologist article: “ …firms like Lloyds of London and Swiss Re, have advised each other that exclusion clauses should be written against paying compensation for illnesses caused by exposure to continuous long-term low- level radiation. John Fenn, of Sterling underwriters, has said: ‘I’ve been concerned about this for some time and a few years ago I began writing exclusion clauses. I’m convinced there is a problem.’

This of course leaves people who have health insurance and believe their illness is due to such radiation in a difficult position. If they even raise the suspicion that that is the case, they are unlikely to get compensation. The same applies to the survivors of someone with life insurance.


5. Health Concerns Post Implementation

Most of the following has been taken from the Ecologist article, but cross checks have been made where possible.

Lancashire: As already noted above, in March 2001 Tetra was piloted in Lancashire. In the words of the Ecologist article: “Soon 177 police officers in the county reported symptoms that included migraine, nausea, sleeplessness and lack of concentration….”

Also there were complaints (as mentioned in section 3 above), about Tetra interfering with defibrillators. It can also interfere with radar speed measuring equipment??

Since then Grahame Blackwell, who formerly led a team researching and developing third-generation mobile communication, has received emails from a crime scene investigator, which got increasingly desperate over the weeks, and described how all but one of the team was ‘suffering from ranging from headaches, toothache [and ] neuralgia, to high blood pressure and even a cancerous tumour in the throat…. It is the tumour that has finally been the last straw. The tumour victim had been ‘very pro-Tetra…. Needless to say he’s changed his mind since finding out he has cancer.’ Since then the officer with the cancer has died. His colleague remarks: ‘We are a group of people who love our job and we are not “trouble makers”, but we are genuine in our belief that these radios are killing us.’

Needles to say the official reaction is that all this is a mixture of coincidence and psychosomatic illness.

Leicestershire: The system went live in Leicestershire in July 2002 using a new 2nd generation handset. In June 2004, a police officer Neil Dring died very painfully of oesophageal cancer. In the words of his brother Dr Ian Dring: ‘As soon as he started using Tetra he got severe headaches. And the site of the tumour was where he mounted the handset.’ Neil Dring had none of the usual preconditions for oesophageal cancer: he was only 38, younger than the age usually associated with it; he was a non-smoking, light-drinking triathlete with no stomach problems and whose diet was good.

‘To us,’ said Ian Dring, that’s suspicious. And then another officer of similar age and equally healthy has been diagnosed with oesophageal cancer in the Leicester force and in the same place.’ Ian Dring quotes the American Cancer Society as saying that for a man under 40 without preconditions the incidence rate of this type of cancer would be one in 100,000, and that the chances of two people of the same profile in the same environment getting it simultaneously would be millions to one.

Stan Sexton, health and safety adviser for the Leicestershire Constabulary, has said that the second officer rarely used Tetra for radio calls. But Grahame Blackwell says that that’s irrelevant: radiation from handsets could trigger problems that could be exacerbated by constant exposure to radiation from masts.

Since then the Deputy Chief Constable has had to concede a ‘cluster’ of cancer cases, but said he didn’t know how many were affected and insisted on protecting their anonymity (Leicester Mercury 19th November).

Fife: At Drumcarrow Hill in Fife a Tetra tramsmitter has been in operation since the late 1990s. Only about 200 people live around the mast, but there have been at least seven recent cases of cancer and five cases of motor neurone disease (MND) diagnosed in the area over the past five years. (Normally, no more than two people in every 100,000 are diagnosed with MND per year).

Norfolk: Norfolk Constabulary confirmed that six people became ill with dizzyiness and headaches since a mast on top of North Walsham police station went live earlier this year (2004). Twenty-five people living near the mast have reported similar illness. In November 2004 the Planning Committee issued a Stop notice.

Gloucestershire: When a Tetra mast was switched on in Dursley in March 2003 to test the system, people there complained of migraines, sleeplessness, nosebleeds and being ‘shocked awake’ up to 15 times a night.

Sussex: At a school in Littlehampton, 11 children had to be sent home on the day that a nearby Tetra mast went live. The children suffered dizziness and like the residents of Dursley, severe headaches and nosebleeds. (interestingly the local community did not know the mast had been switched on, so the children’s reactions could not have been psychosomatic.)

6. Planning Considerations

In theory Local Planning Authorities (LPAs) have to approve the erection of any telecommunications mast, and so can influence where they are sited. In practice their options are very limited, for two reasons:

a. Government Guidance: The government issues guidance, which LPAs are recommended to follow. This is not mandatory, but if an LPA refuses a planning application against government guidance then there is a high probability that if the developer appeals, the government’s inspector will uphold the appeal. This can be costly for the LPA. Developers obviously know this and would almost invariably appeal under these circumstances. In the case of telecommunications masts, the following extract from the latest government guidelines is of relevance:

“Planning Policy Guidance 8: Telecommunications

Planning Policy

General Policy
30. However, it is the Governments firm view that the planning system is not the place for determining health safeguards. It remains central Governments responsibility to decide what measures are necessary to protect public health. In the Governments view, if a proposed mobile phone base station meets the ICNIRP guidelines for public exposure it should not be necessary for a local planning authority, in processing an application for planning permission or prior approval, to consider further the health aspects and concerns about them.

31. The Governments acceptance of the precautionary approach recommended by the Stewart Groups report "mobile phones and health"1 is limited to the specific recommendations in the Groups report and the Governments response to them. The report does not provide any basis for precautionary actions beyond those already proposed. In the Governments view, local planning authorities should not implement their own precautionary policies e.g. by way of imposing a ban or moratorium on new telecommunications development or insisting on minimum distances between new telecommunications development and existing development.”

In short the advice is merely to ensure the base station meets the very inadequate ICNIRP guidelines, which as we have seen only cover thermal effects and do not take into account the special features of Tetra.

Paragraph 31 contains a lie: “The report does not provide any basis for precautionary actions beyond those already proposed.” On the contrary, as we have seen, the Stewart report advises that modulation frequencies of around 16 Hz should be avoided if possible. Although this was not repeated in the summary, the fact that the government commissioned AGNIR to look at Tetra proves it was aware.

In spite of this there have been instances of LPAs refusing mast applications. Often this will lead to an appeal that is upheld by the inspector. However in the case of Skelt v. The First Secretary of State et. al. September 2003, the court (with John Prescott’s agreement) quashed the inspector’s decision, the principal ground being that the inspector ‘ had not given the claimant’s health concerns adequate weight.’ 

However in a recent court of appeal case the judge ruled that: “the planning process would only consider "perceived health concerns" in exceptional circumstances (see below). 

“BBC News 13 Nov 2004:

Phone mast 'test case' rejected 

The Court of Appeal has rejected a test case challenging a decision to allow a mobile phone mast near three schools. 
In June three mobile phone companies won the right to erect a 25-metre mast in Harrogate, North Yorkshire. 

Giving judgement on Friday, Lord Justice Laws said the planning process would only consider "perceived health concerns" in exceptional circumstances. 

Liberal Democrat MP Phil Willis said the ruling was a "body blow to parents across the country". 

Health risks from masts have not been proven, but the National Radiological Protection Board advises a "precautionary approach" to siting masts near schools. 

But the judge ruled: "It remains central government's responsibility to decide what measures are necessary to protect public health." 

The proposed mast is to be built within 400 metres of St Robert's RC Primary, Woodfields Primary and Granby High School. 

Parents said that would put the schools within the electromagnetic field of the mast, which would be used by T-Mobile, Orange and Hutchison 3G. 

Planning permission had been refused by Harrogate Council and the companies took the case to the High Court, where a judge ruled the planned mast met safety guidelines, prompting this week's hearing at the Court of Appeal. 

But the judges said the planning decision was not the place for determining health safeguards. 

Lords bid 
Mr Willis, the Harrogate and Knaresborough MP who is chairman of the Commons all-party group on mobile communications, said the Appeal Court judges had "swept aside" the recommendations of the Stewart Report on mobile phone safety which called for changes to planning arrangements to improve local consultation. 

He said their decision had given mobile phone operators "freedom to site masts on or near school playing fields throughout the United Kingdom". 

"The decision of the appeal court ... is a body blow to concerned parents throughout the country. 

"This judgement is so fundamental, I have today written to the Secretary of State John Prescott to urge him to take this case to the House of Lords," said Mr Willis. 

After the hearing, one of the Harrogate protesters, Peter Brooks, said: "I am surprised a personal risk to health was not discussed in court because that was what we had discussed and read about beforehand." 

He added that further legal action was being considered. 

On Thursday, the Appeal Court judges reserved judgement on the case of a proposed mast near homes in Winchester. 

This week, an investigation by BBC Three found that one in 10 schools has a phone mast within a 50 to 200 metre radius. 

Story from BBC NEWS:
 © BBC MMIV”


b. ‘Permitted Development’ Under current law, (broadly speaking – the actual rules are complex), masts under 15 m (48 ft) in height come under the category of ‘permitted development’. This means that the planning decision must be made within 56 days; otherwise approval is deemed to have been given. This has been the law for some time - before Tetra. After say one week to notify the public, and the statutory three weeks for objections to come in, this allows just four weeks for the officers to check for ICNIRP compliance (if they bother), write a recommendation, hold a meeting of the planning committee, and if the application is refused, notify the applicant. 

Typically??? The decision is delegated to officers unless there are a specified number of objections. Given that most planning officers are overloaded, it is scarcely surprising that they hope this will be the case, and so they will not work too hard to alert the public.

As we have seen the Stewart report recommended that the requirement for full planning permission be reinstated. The government (eventually) agreed in its response, but has done nothing.

In the meantime O2 has a couple of tricks up its sleeve to make opposition even more difficult:

i it sometimes submits two identical applications simultaneously. Both have to be dealt with, or else approval is deemed.

ii It virtually never submits the application itself but always uses an agent. The agent may or may not do something useful like erect the mast, but the main reason seems to be to avoid advertising that it is Tetra. Thus when the LPA publishes a notice inviting objections, that notice will not identify it is Tetra.

In at least one LPA we know of, the situation is worse still. By law ‘permitted development’ approval can only be granted to the operator (in the case of Tetra, this is O2 Airwave), hence the operator (technically an ‘Electronic Communications Code System Operator’) must at least be identified in the application somewhere. In this particular area the applicant has not given this information and the planning officers have not been challenging this. We are now challenging this, but the message is taking a long time to get through. Not only that, but the ICNIRP Compliance notice is not being signed and the organisation that is issuing it is not being identified, yet it seems the notice is being taken on trust.

7. Corporate Spin and Corporate Lying

[ this section needs solid facts to back it up??]

It’s clear that the telecommunications industry put in a huge amount of effort into selling Tetra technology and persuading the EU to adopt it as a European standard, rather than developing systems based on Tetropol. If, as we argue, Tetropol is better, safer and cheaper, why would they? The answer is simple; by persuading a gullible customer to commit to the new standard, and enter into a contract that ensured profitability implementing the system with a relatively small number of users, it stands to make huge profits fits through persuading others to join the bandwagon. That, nowadays is how companies make big money, not by providing excellent value for money.

To this end the Mobile Users Association has consistently exaggerated the current market penetration.

As we have seen, O2 Airwave has used various devious means to get the masts in place without alerting the public. It has also said: ‘The safety of the product is nothing to do with us.’ Certainly it doesn’t seem to care a jot about safety, but we suspect the remark was not designed to make us angry, but rather to point out that they persuaded the government to take responsibility for adopting the Tetra standard, and thus for the health implications of that decision. [is there evidence for this??].

8. Lax Regulation etc.

Unlike new medicines, which go through a rigorous testing regime, new communications technologies do not. The Chair of the Better Regulation Task Force is David Arculus, also Chair of MMO2, the parent company of O2 Airwave – hardly independent as its website claims.

The record and independence of the NRPB is not unblemished: 

· It subcontracts research on microwave radiation to a firm called Microwave Consultants, whose director is Dr Camelia Gabriel who just happens to be a senior consultant for Orange.

· It has been accused of ‘misusing’ science in studies of nuclear-test veterans. The Accusation came from Dr Keith Baverstock, who used to be the World Health Organisation’s senior radiation adviser in Europe. He said that science had been ‘perverted for political ends’ by government agencies that should have been protecting public health. In particular he alleged a ‘serious flaw’ in the NRPB’s methodology in these studies.

· An article in the Observer said the board had misled the Stewart group about the availability of ‘vital evidence of harmful effects on children from transmitter masts.’ The panel had asked the NRPB for copies of a particular study on children; the NRPB informed it that the research was unpublished and unobtainable. Not so. The Observer reported: ‘The research, published in an international scientific journal in 1996, has been easily obtained by ordinary members of the public.’

9. How the Government could Have done Better – lessons for the future.

The first mistake the government made was to commit to the Tetra standard, rather than going out to tender on a set of requirements, but without defining the technical solution. By making this decision, they were restricted to a single bidder, and they were taking on a relatively untried technology, the risks of which were not understood. At the very least, when they found there would only be one bidder, they should have reconsidered their committal to Tetra, modified the specification to allow tenders based on Tetrapol or any other technology. This failing seems to us inexcusable.

The second failing was to rely on the ICNIRP guidelines, without considering the possible consequences. The Stewart Report had not at that time been written, but the wide variation in the safety levels set by different countries coupled with the qualifications in the ICNIRP’s own report, ought to have alerted the government that there could be health risks with any new technology. It is possible that the telecommunications industry tried to convince the government that the technology was not new and that therefore there were no potential health risks. There is a very simple answer to that; the government could have insisted that the bidders bear the whole of the financial risk of the system being abandoned if health problems emerged later. The deal was a Public Private Partnership and one of the claimed benefits for this is to transfer risk to the private sector. This might have put up the cost of the Tetra bid considerable, or even caused the bidders to drop out. Well that’s fine; the government could have backed off Tetra.

Some people might say that the government relied on the fact that most of us have embraced mobile phones without being unduly concerned about the risks; why should a police communications system be any different? There are two differences:

a. No mobile phone network uses Tetra technology.

b. If a particular mobile phone network is found to be unsafe, the government could ban it, and users could switch to another network. Even international trade agreements negotiated through the WTO recognise that where there is proven harm, something can be banned without the supplier getting massive compensation. They take the risk. If an emergency services communication system has to be abandoned, there are huge implications.

The third mistake was to commit to releasing the analogue frequencies by the end of 2005, allowing no time for slippage.

Having made these mistakes, the government was between a rock and a hard place. It either had to admit it had got it wrong and that it would have to change to another system as soon as possible – in which case much if not all of the £2.9bn would have been wasted, or it had to go into denial mode – which is what it has done. Heaven forbid that it would consider the health of ordinary citizens, but when enough police officers have died of cancer, it will have to change its mind.

We have spoken about ‘the government’, using the term to include both ministers and civil servants. We have not tried to assign blame to individuals and we admit we don’t know how far the failures are due to incompetence as against corruption. If the Tetra story were unique or even unusual, it would be sensible to look for whom to blame, and having found them, hope the matter is put to rest. However the story is depressingly familiar, and we therefore offer it as the latest example of how our system of government fails us. 

How could all this have been avoided? We offer two tentative suggestions:

a. No large government contract should ever be awarded to a sole bidder. If the government insists there is no alternative, then the law should be that the matter has to be examined by a public enquiry and parliament has to approve the report.

b. The law should be that before the contract is awarded, the safety case has to be debated and voted on by parliament. 

